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. APPENDIXB

LIST OF RECOMMENDATIONS

Recommendation A
OAS should revise its draft policy to identify Commission-wide sensitive items and
allow the Directors/Office Heads to determine if they have additional items that
should be deemed sensitive.

Recommendation B
OAS should require a method of accountability for sensitive property that will
ensure that SEC has an accurate accounting of laptops.

Recommendation C
OIT, through AMB should complete a full inventory of laptops to establish a baseline
level.

Recommendation D
OIT, through AMB should revise the procedures to establish clear accountability for
laptops. Among these procedures there should be included a requirement that
documents the issuance and receipt of the equipment to a specific SEC employee.

Recommendation E
OAS should specify a form to account for sensitive property. This form needs to
include contact information of the person receiving the equipment (i.e. printed
name, number, email, and location).
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APPENDIXC

MANAGEMENT'S COMMENTS

March 14,2008

To: Renee Stroud
Manager for Information Technology Audits
SEC,OIG

From: Cathy English
Acting, Associate Executive Director
Office of Administrative Services

Re: Comments to Draft Laptop Controls Inspection Report

Thank you for including us in the Review of the Draft Laptop Controls Inspection
Report. Our comments reflect the Office of Administrative Services perspective
and responsibilities and focus on overall policy for SEC-wide property and do not
address OIT specific concerns or processes.

We agree with your position that laptops should be deemed sensitive items and
should be annually inventoried and have internal controls in place. Our overall
concern is distinguishing the difference between the accountability processes for
sensitive items versus accountable and capitalized items. We agree with
Recommendations A & B, but hope the language can be clarified to avoid
confusion.

We suggest that Recommendation A be reworded to read the following:

OAS should revise the SEC's draft policy to identify Commission-wide sensitive
items and allow the Directors/Office Heads to determine if they have additional
items that should de deemed sensitive. The policy should also require that
Directors/Office Heads who manage those sensitive items should have in place
internal controls, which may include receipt signatures, separate listings and/or
limited access. Sensitive items which do not meet the accountable and
capitalized property thresholds will not be included in the Accountable and
Capitalized Property System (TRAQs).

We suggest that Recommendation B be reworded to read the following:

OAS should revise the SEC draft policy to require Directors/Office Heads to
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conduct annual inventories ofsensitive items such as laptops.

Finally, we suggest that Recommendation E be revised to help further avoid
confusion of the accountable and sensitive property processes by using the form
SEC 2040 (8-83) Hand Receipt for Sensitive Items, rather than the form 406A.
We suggest that Recommendation E be reworded to read the following:

OAS should revise the form 2040 (6-83) to include contact information of the
person receiving the equipment (i.e. printed name, number, e-mail, and location.

Again, thanks for the opportunity to comment.
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APPENDIXC

MANAGEMENT'S COMMENTS (cont.)

:'bn"ch 31, 2008

TO:

f1tOM:

Re:

David .K.otz
Tl}ijJ)cetor General

CfII'ey Thwllh IIltt/
ChierlntQrm!l~-?OrJiCl.:T

Comml:1W on laptop COlltl'fil!' audir (Nf). 441)

Thmk you for yow' office'" hurd wwk on this inspection, and fot HI e UPPl,lr!Unity to review
lind conuncnt au the fil1djll~~. AI) yuulrnuw, we fully support the agency';! c;'jhrL~ to
impTllyt~ i~ inte:md controls., <lnd erl!.utin~ appropriate !lccDUnt:!blJity O\·-er the agency's IT
equjpm~l i& clC(lrly a."l impo.rrant iRsue.

\Vc OOllcur with the mG',," Ill<se~~IT.I(:[ltthat "'"e should impnwe aUL:Oun tl'bility o~!cr' JaJ}top->.

Thi~ impr(JI.,\:d tlcooWltability lllArlh widl the d~sigllatiOJlof laptafts ll~ 1tt:T1>liLiw,: property. We
J)grt:~ thllt this d;;signlltion is warrarll.cll h:=":Ul)8t; lIUhough Japrops are I\OLIlLllerwitJ<;l wvcrcd
wIder Lht: a~n\;y'!> 8Ct'lluntalJle-propetty contmll' bet:illl~c uf tIleir (jdJar v:llue, [hey are
Ilcvm1heJ.es.,> valuablt: llnd bighlyportalJle pieces of e~uij1mentthl¢ should be managed
appropritlrely CO f1mt~~t lhl.: agency's ima?;~. Some conCt=m ~ v>ere lllm rnised during the aulB
rogm:ding rhe sen ~ iti ~'': nll(v~ Q[ tho.; infunnalion srored (} n agen~y I~wps, :md the pat<mtial
ri::lks of comprollli~in8[lIe OlmJidcTltililit)' of;hat infollllluion. IrOW~,.:T> orr is curJemly
r,:n,l.:I'ypting all laptops IbroughllUL thv SEC; fuc ini.tiative wilt be c(lmplell: by the coo ofJWl~
2008. which should rcJlJ~' 1tliR ril'k rIl:XI~bl~ guing forward. As a remlt, OUt primary
Corl~rn i ~ .'4 fT the vaIne of the h:lrol;l:<,re lli;llebL

The fCPOlt re~('Ill1mJ:l1dll lJ.liet ofspecific mea."ues 10 impmy J: Ji!pWp aCl:ountllbiliry,
including J'egular] j" SoCII edukll i:JVCIltOl1CS tlnd impr-oved docurnen lJlli(ln (lfllfJJOOP issu:mc:e.
We intend ro do so 1Yith a CllmbiIl.lltion ofautQlllated tools and mlUluul I:ffort. We will also
work closelywilh .he 0 lTil:~ ofAdministrative ScrvicC3 to en~UI'e tCI<II'\li naUOO W a pulicy
ll:vd, as well as with tIle1/llfil1UR other he~dgu~rtcrr. and regional offices whose IT sp.;lI:ill1ists
diillnolJW, main_ aud uanstetlaplop!- ~l1l)lbcr C'quipmcnt 'Within those offi.:;es.

w~ IIm1 ILJrwar~l W impl.;mcntin,g these mell:'>UJ'e!' to illlftMve luplllI' IJ£,:OOuuta\)ility ao(f
cvnn'oL We appre~i0le Lbe OTG's ongoing su~port in ~lpjJlg 11.<: buHull mme dfcctivc
infonnaticll tecllllology fl!'0!,'T'llm r(lI' the Commission.
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